
 

Welcome to REWIRE Newsletter! 
 

REWIRE is a 3-year Research and 
Innovation Action, started during October 
2022, and funded under Horizon Europe.  

REWIRE envisions a holistic framework 
for continuous security assessment and 
management of open-source and open-
specification hardware and software for 
IoT devices, throughout their entire 
lifecycle, under the zero-trust concept, 
adhering to the security-by-design 
principle and providing cybersecurity 
certification. 
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Our newsletter is published every 3 months, offering updates on project achievements and results. 
Subscribe here to receive REWIRE newsletter at your inbox. 

Disclaimer: Views and opinions expressed are those of the REWIRE consortium authors only and do not necessarily reflect those 
of the EU or its delegated Agency DG CNECT. Neither the EU nor the granting authority can be held responsible for them. 
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Introducing REWIRE Project 

The project 

REWIRE envisions a holistic framework for continuous security assessment of open-source and open-
specification hardware and software for IoT devices and the development of cybersecurity certification in 
accordance with the requirements and guidelines of recent EU regulation, namely the EU Cybersecurity 
Act. The proposed scalable and multifunctional cybersecurity platform will ensure the security throughout 
the life of the IoT devices with continuous security auditing, trust computing and theorem proofs for 
defining a HW based microarchitecture for enhanced protection targeting to open-hardware / software 
vulnerabilities. A certification procedure of the audited software and hardware components will propose 
new software security metrics and establish a layer of trust between stakeholders, utilising Blockchain and 
smart contracts. REWIRE will expand traditional cyber insurance models to account for both open-source 
hardware and software assets, by ingesting security auditing results for estimating premium costs. 
REWIRE will exploit a Knowledge Plane of metadata generated from application behavioural patterns and 
operations to determine appropriate security policies and properties to enforce on open-source HW/SW to 
block potentially harmful instructions. REWIRE has invested in three carefully selected pilots (Smart 
Cities, Automotive, Smart Satellites), which can address the ambitious objectives of the project: 
customisable TEE based on RISC-V micro benchmarking for quick, and 
automated assessment of h/w vulnerability. 
 
Based on the above description, REWIRE aims to safeguard the entire workflow of secure processing; from 
the Deployment and Operation of SW-based SoSes to their patch management when new exploits have 
been identified during run-time, by providing new trust management mechanisms towards the auditability 
and certification of SW/HW open-source specifications.  
 
 
Objectives  

The main objective of REWIRE is to provide a holistic framework for continuous security assessment and 
management throughout the entire lifecycle of IoT devices under the zero-trust concept, while at the same 
time adheres to the security-by-design principle. REWIRE ambition will be realised through the 
achievement of the following project-wide objectives. 
OB1: Continuous security assessment and management of IoT devices throughout the entire lifecycle 
(bootstrapping, commissioning, operation, upgrade) under zero-trust conception 
OB2: Security-by-design through formally verified open-source software and open standard hardware 
designs for attack surface minimisation 
OB3: Runtime verification of IoT trustworthiness through cryptographically verifiable security proofs and 
efficient attestation 
OB4: Cyber Security situational awareness in heterogeneous IoT environments through auditable 
security patch management and misbehavior detection 
OB5: Trust-aware continuous authentication and authorisation for the secure communication and identity 
management in IoT ecosystems 
OB6: Simulation, Validation & Evaluation of REWIRE Framework in the field of Smart Cities, Smart 
Satellites and Smart Automotive 
OB7: Communication, exploitation and standardisation strategy for adoption of REWIRE outcomes 
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https://digital-strategy.ec.europa.eu/en/policies/cybersecurity-act
https://digital-strategy.ec.europa.eu/en/policies/cybersecurity-act
https://www.rewire-he.eu/vision-2/


Use cases 

Smart Cities for Empowering Public Safety 
Smart City applications aim to maintain the well-being of their 
inhabitants by offering safety-critical services. Smart IoT devices are 
typically installed in a set-and-forget fashion, working for long periods 
of time without human supervision. That is, admins must rely on 
advanced operational assurance mechanisms that continuously check 
the behaviour for anomalous events. In Smart Cities context, REWIRE 
aims to address the following challenging scenarios by offering 
innovative security solutions for (i) Secure device on-boarding, (ii) 
Collaborative Threat and Misbehavior Detection, and (iii) Software and 
Firmware Update for Critical IoT Devices. Through this use case, 
REWIRE’s cybersecurity platform for a trusted and scalable management solution will be validated, in the 
aforementioned Smart City scenarios. 
 
Adaptive In-Vehicle SW&FW Patch Management & Software Functions Migration 

A connected vehicle is considered as a collection of 
interconnected embedded systems. Nowadays, vehicles 
come with increased connectivity and exchange data with 
other untrusted vehicles and entities. The increased 
complexity broadens vehicles’ attack surface, demanding the 
adoption of mechanisms for securing and updating the entire 
vehicle. In this challenging environment, REWIRE aims to 
address scenarios like (i) Modular Software and Firmware 
Updates of Electronic Control Units (ECUs), and (ii) 
Automated and Immediate Attack Mitigation. REWIRE 

framework considers these two challenging scenarios as a means to ensure the correct authentication and 
authorisation, based on the validation of verifiable credentials, prior to receiving the software updates to 
assess the trust level of unreliable sources. 
 
Smart Satellites Secure SW Updates for Spacecraft Applications & Services 
Satellite software updates and payload application and software 
updates are often unencrypted. They represent a significant weakness in 
the overall security of the satellite operations. Satellites also typically 
have a common internal communications bus. Malicious or misbehaving 
software running on one subsystem can heavily affect the overall 
operation of the spacecraft causing from DoS to catastrophic failures of 
the whole satellite. REWIRE is going to investigate two usage scenarios: 
(i) deployment of applications, services, software and security patches 
on a spacecraft in a secure manner, and (ii) communication among 
separate payloads, with malicious/compromised or misbehaving 
payloads present on the same bus. Through these two pilot deployments REWIRE will enhance the 
security posture of the smart satellites’ application domain from multiple perspectives.  
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Publications, Events & Media  

Scientific publications  

We present below the list of papers submitted and accepted during the period October-December 2022 
that carry acknowledgement of REWIRE project. For the complete list of research papers, please visit 
https://www.rewire-he.eu/publications/. 
 
Corentin Verhamme, Gaëtan Cassiers, and François-Xavier Standaert. 2023. Analyzing the Leakage 
Resistance of the NIST’s Lightweight Crypto Competition’s Finalists. In Smart Card Research and Advanced 
Applications: 21st International Conference, CARDIS 2022, Birmingham, UK, November 7–9, 2022, Revised 
Selected Papers. Springer-Verlag, Berlin, Heidelberg, 290–308. https://doi.org/10.1007/978-3-031-25319
-5_15 
Download from DIAL@UCLouvain  
 
 
Events  

REWIRE @ the International Hybrid Event on Energy Crisis and Cybersecurity 
Dr. Dimitris Papamartzivanos, from the technical coordination team, led by 
UBITECH, presented REWIRE’s objective in the International Hybrid Event 
on Energy Crisis and Cybersecurity in Baku, Azerbaijan, during 5-7 
December 2022. Read more at https://www.rewire-he.eu/rewire-the-
international-hybrid-event-on-energy-crisis-and-cybersecurity/. 

 
Kick off Meeting 
The first meeting that kickstarted REWIRE activities, took place in a physical form 
in Athens, during 6 & 7 of October 2022. The Kick off Meeting has been hosted 
by the UBITECH, the project management and technical coordinator.  Read more 
at https://www.rewire-he.eu/kick-off-meeting/. 
 
 
Media Kit  
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https://www.rewire-he.eu/wp-content/uploads/2023/02/REWIRE-3-fold-flyer_February-2023.pdf
https://www.rewire-he.eu/wp-content/uploads/2023/02/REWIRE-Brochure_February-2023.pdf
https://www.rewire-he.eu/wp-content/uploads/2023/02/REWIRE-3-fold-flyer_February-2023.pdf


Rewire consortium 

REWIRE brings together 13 partners form 8 European countries, providing all the required expertise for 
achieving the project’s ambitious objectives.  

Fact Sheet 

REWIRE newsletter is published every three months, offering the latest news and advances of the project!  

Subscribe here to receive REWIRE newsletter at your inbox. 

Title    Rewiring the Compositional Security Verification and Assurance of Systems of Systems  
    Lifecycle 
Acronym  REWIRE 
GA No  101070627  
Start  01 October 2022 
End   30 September 2025 
Budget   4.158.961 € 
EU Fund  4.158.961 € 
Topic   HORIZON-CL3-2021-CS-01-02 
Scheme   RIA - Research and Innovation action 

At a glance 
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