
REWIRE is a 3-year Research and 
Innovation Action, started during October 
2022, and funded under Horizon Europe.  

REWIRE envisions a holistic framework 
for continuous security assessment and 
management of open-source and open-
specification hardware and software for IoT 
devices, throughout their entire lifecycle, 
under the zero-trust concept, adhering to 
the security-by-design principle and 
providing cybersecurity certification. 
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Our newsletter is published every 3 months, offering updates on project achievements and results. 
Subscribe here to receive REWIRE newsletter at your inbox. 
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Welcome to the 4th REWIRE Newsletter! 

https://www.rewire-he.eu/newsletters/


REWIRE’s Conceptual Architecture 
REWIRE Conceptual Architecture  
In September 2023 the REWIRE initial conceptual architecture and the functional components of the two 
main time phases (the Design-time and the Runtime) were finalized, with the contribution of all partners. In 
addition, an outcome of major importance for the project was the REWIRE-enabled edge devices and services 
workflows, which guarantee a holistic security management framework for safeguarding the edge devices in 
an IoT operational environment.  
 
The present article elaborates the high-level workflow of the architecture, as separated in the two 
abovementioned phases. The architecture is divided into two major parts. On the left-hand side the design-
time phase is illustrated, following a top to bottom approach on the description of the workflows that take 
place in that part of the architecture. On the right-hand side the runtime phase of the architecture presented, 
including the REWIRE-enabled edge device and the cloud-based backend infrastructure of the framework. 
More analytically, the REWIRE conceptual architecture is illustrated in below figure.  

More specifically, design time refers to formal verification of the SW/HW co-design and the initial 
instantiation of the framework considering the initial phase of a deployment. In this phase, the security 
administrator, the use case providers and the OEM express the overarching requirements that need to hold on 
the system and are given as input to the formal verification processes, for the analysis between the design 
and a desired level of security and trust by-design.  
 
Accordingly, during the runtime phase, the REWIRE framework offers a wide spectrum of functionalities in 
order to support the life cycle of the IoT deployments, starting from the secure onboarding and bootstrapping 
to operation, update, and decommissioning. For the whole aforementioned phase, REWIRE offers 
functionalities that capitalise both on services running at the cloud-based backend of the framework, as well 
as on agents running on the end-devices. Given this, the workflows and execution steps of the runtime phase 
are not sequential, as was the case for the design-time phase which consists of 5 distinct steps, they can be 
seen as standalone functionalities which, to a certain level, may be depended among each other.  
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Publications & Media  

Scientific publications  
We present below the paper submitted and accepted during the period July-September 2023 that 
carry acknowledgement of REWIRE project. For the complete list of research papers, please visit 
https://www.rewire-he.eu/publications/. 
 Malaquias, F.L, Giantamidis, G., Basagiannis, S., Rollini, S.F., Admundson, I (2023). Towards a 
methodology to design provably secure cyber-physical systems, The 27th Ada-Europe 
International Conference on Reliable Software Technologies (Ada-Europe 2023), Lisboa, Portugal.  
 
Press Releases 
The 2nd REWIRE press release highlighted the establishment of its External 
Experts Advisory Board (EEAB) comprising of distinguished experts, to provide 
guidance and support for its ongoing research activities. EEAB is expected to play 
a critical role in shaping the direction of the project and ensuring its success by 
providing insights and recommendations on the latest industry trends and 
technologies.  
 
For the complete list of the published press releases, please visit https://
www.rewire-he.eu/press-releases/.  
  
 
#REWIREBlog 
Here is the list of posts for the period July-September 2023. Stay tuned at https://www.rewire-
he.eu/blog/. 
 
  Smart Satellites: Secure software updates for spacecraft applications and services, by Nikoletta 
Triantafyllopoulou, Libre Space Foundation.  
Libre Space Foundation (LSF) participates in REWIRE, undertaking the demonstration and 
evaluation of the open-source Smart Satellites Use Case. More specifically, the Libre Space 
Foundation team will work on testing the security of software updates for spacecraft applications 
and services. This is one of the industry’s most significant issues, and the LSF team working within 
the REWIRE framework will attempt to provide solutions for it.  
 
  “Decentralized” vs “Centralized” Automotive Architectures – REWIRE Demo, by Athanasios 
Alexopoulos, KENOTOM  
REWIRE Automotive Use Case will demonstrate REWIRE security framework on an exemplary 
“Centralized” automotive architecture, to showcase the basic characteristics and challenges, while 
also providing an automotive relevant platform for the application of REWIRE security 
mechanisms.  
 
    Smart Scenarios: A gap on IoT’s future, by Anthony Feijoo, ODINS  
The importance of REWIRE must be highlighted as one of its primary aims is to address many of 
the challenges of Smart scenarios and achieve an efficient and secure IoT message exchange 
scheme. REWIRE is carefully designed to create a seamless environment where IoT protocols 
leverage on adaptation mechanisms (compression, object-security, fragmentation, side-channel 
protections, etc.) to create a framework that makes it easy for isolated constrained devices to be 
part of an interconnected network.  
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Rewire consortium 

REWIRE brings together 13 partners form 8 European countries, providing all the required expertise for 
achieving the project’s ambitious objectives.  

Fact Sheet 

REWIRE newsletter is published every three months, offering the latest news and advances of the project!  

Subscribe here to receive REWIRE newsletter at your inbox. 

Title    Rewiring the Compositional Security Verification and Assurance of Systems of Systems  
    Lifecycle 
Acronym  REWIRE 
GA No  101070627  
Start  01 October 2022 
End   30 September 2025 
Budget   4.158.961 € 
EU Fund  4.158.961 € 
Topic   HORIZON-CL3-2021-CS-01-02 
Scheme   RIA - Research and Innovation action 
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