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Welcome to the 5" REWIRE Newsletter!

REWIRE is a 3-year Research and
Innovation Action, started during October In this issue

2022, and funded under Horizon Europe. . L .
¢ Dissemination & Communication

REWIRE envisions a holistic framework Strategy

for continuous security assessment and

¢ Clustering activities
management of open-source and open-
specification hardware and software for loT * REWIRE blog
devices, throughout their entire lifecycle, |+ Publications, Events & Media

under the zero-trust concept, adhering to |, | earn more
the security-by-design principle and

providing cybersecurity certification.

Our newsletter is published every 3 months, offering updates on project achievements and results.
Subscribe here to receive REWIRE newsletter at your inbox.
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REWIRE D&C Strategy

Dissemination & Communication Strategy

The dissemination and communication actions of the REWIRE project are led by 8BELLS with the
collaboration and contribution of all partners of the consortium. The main objectives of the REWIRE
D&C strategy are formed in a way to jointly satisfy specific needs of the project and the main
stakeholders interests, summarised as follows:

o Cultivate its awareness status among technical target audiences by describing its benefits and
maximising its outreach, as well as to promote a European Collaborative Approach to research
and innovation and secure a certain level of impact.

o Promote REWIRE’'s scientific and technological achievements to academia, research
communities and the industry, by diffusing its KERs obtained throughout reports and
publications, white-papers and insights, tools and open exploitable assets for target audiences.

o Participate in iterative participatory co-design activities with end users to promote acceptability
and get input and feedback.

o Use the wealth of information stemming from the project’s implementation to establish and
foster synergies with other projects and ongoing European and national initiatives to share
knowledge and results-based know-how.

To this end, REWIRE D&C strategy aims to establish a strong communication framework that can
deliver the project's key messages and goals to various stakeholders, including the general public
and other relevant entities. It is designed to be dynamic and flexible enough to adjust to feedback
received from various information providers, such as consortium members and other stakeholders.

More specifically the D&C activities are actively pursued from the beginning of the project towards
the end of the project’s lifetime — engaging continuously with both internal and external audiences.
All involved activities have been clustered into three crucial, but concrete phases, as described in
Figure at page 2.

Consequently, dissemination and communication activities are being implemented in three following
phases:

Phase 1: Awareness Raising
Phase 2: Information Flow and Stakeholders Engagement

Phase 3: Results Orientation
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REWIRE D&C Strategy

Phase 1. Awareness Raising: In the initial stages of the project, the communication approach
employed focuses on content-related activities. The primary objective during this phase was to
increase project awareness and engage relevant stakeholders. Through the utilization of diverse
communication channels and materials, the project aimed to ensure that the stakeholders are
adequately informed about the project and its activities.

Phase 2: Information Flow and Stakeholders Engagement: During the 2nd phase, REWIRE project
places a greater emphasis on enhancing and solidifying its impact, proactively. With a stronger focus
on the project's actual outputs and achievements as they occur, the communication approach adopts
a more result-oriented approach, through a multi-channel mix.

Phase 3: Results Orientation: During the final phase , the focus will shift towards conveying the
final results and achievements. This phase will be critical in highlighting the project's overall impact
and success and communicating the outcomes to the relevant stakeholders. Overall, the third phase
will be crucial in establishing the project's legacy and ensuring that its impact is felt long after the
project has officially ended.

Phase | [M01-M12]

Awareness Raising, Project’s Branding

Phase Il [M13-M24]

Information Flow &

and Marketing Foundations STl ElrEgEme)

Phase lll [M25-M36]
REWIRE’s Results

Orientation

Achieve Maximum Potential
Impact
Accomplishment of the REWIRE’s

Objectives and Milestones
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Clustering Activities

REWIRE meets CERTIFY

On the 31st of October, REWIRE and CERTIFY projects arranged their first bilateral virtual meeting,
for an open discussion on the two projects’ latest developments and their next steps. REWIRE
project was represented by Charemis Athanasios from UBITECH and CERTIFY project was by
Stephano Sebastio from Collins Aerospace.

The agenda of the meeting was divided into two parts. In the first round, both representatives
provided a short overview presentation for each project, describing their visions and objectives, the
partnership structure, and the developments on the architectural frameworks, while giving a
comprehensive overview of their achievements and milestones so far. Emphasis was given on the
requirements setting and the conceptual architectures of both platforms.
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REWIRE overview

Stefano Sebasti 5pac..
efano Sebastio

+ 13 partners from 8 countries
+ Project start Oct 1%, 2022 - for 36 months (Sept 2025)
+ https://certify-project.eu/

Development of a holistic framework for continuous security assessment and management
of loT devices throughout the entire lifecycle (bootstrapping, commissioning, operation,
upgrade) under zero-trust conception

+ Coordinator: Prof. Antonio Skarmeta (University of Murcia)

*  HORIZON-CL3-2021-C5-01-02 - Improved security
in open-source and open-specification hardware
for connected devices

Security-by-design through verified open-source software and open standard hardware
designs for attack surface minimization

3 Runtime monitoring of loT trustworthiness through cryptographically verifiable security
proofs and efficient attestation
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Cyber Security situational awareness in heterogeneous loT environments through auditable
security patch management and misbehavior detection

a Trust-aware continuous authentication and ization for the secure
and identity management in loT ecosystems
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The second part involved an open discussion dedicated to the major challenges for the successful
implementation of both the projects, the technologies and innovations involved and the workflow
processes. Since, both projects aim to define and establish advanced methodological frameworks for
the organizational approach toward loT security lifecycle management, an open discussion and
ideation for future collaborations took place. At this stage of the conversation, both projects
identified a series of potential synergies and upcoming opportunities for bilateral collaboration and
broader activities with the participation of EU projects under the umbrella of similar clusters.

Overall, the meeting was very productive, as well as the potential impact of both projects. More
specifically, in terms of their outcomes and outputs, both consortia aim to maximize their overall
impact for the loT market and EU societies and explore further exploitation and uptake
opportunities.

In the end, the participants defined the next steps for the continuance of the two projects’
collaboration. The two projects co-decided a follow-up workshop on the requirements and
architectures of their platforms, with the broad participation of the technical coordinators and
technical partners. Some of the core areas of future collaborations are considered Trusted Execution
Environment (TEE), also known as a Secure Enclave, the adoption of open-source architectures
based on RISC-V, automation with Zero-Trust Onboarding, and Secure Updates.
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#REWIRE Blog: REWIRE's MVP
REWIRE’s MVP — Minimum Viable Product (UBITECH)

The term MVP was coined and introduced in the research world in 2001, by Frank Robinson, while it
became broadly known by the work of Eric Ries (2009) and Steve Blank (2010). Nowadays, using an
MVP to test a business model is probably the most popular and well-known strategy and process to
assess the ideation, prototyping, analysis, and validation of learning, based on customers’ product-
specific insights.

The development of REWIRE’s MVP (Minimum Viable Product) represents the robust and coherent
basis of the platform solution, which includes the required components, functionalities, and features.
The MVP is designed based on the initial conceptual architecture, following the objectives of the
project, aiming to provide usability to early adopters and other potential end users, so that they
could evaluate it before its market uptake. The main objective of the MVP is to provide tangible
value, validate methodological ideas and concepts, and serve as a baseline for design and
implementation activities.

Within the REWIRE context, we follow the Build-Test-Learn (BTL) feedback loop with the minimum
amount of product iterations and experiments. The BTL cycle is integrated into the development of
the core technical work performed, which involve the creation of both initial and final version of the
modules and components, as well as the REWIRE framework itself. The BTL approach is utilized to
maximize the value added to each module/component and the entire REWIRE framework. The
REWIRE MVP is of paramount importance in directing and shaping the ongoing work through the
project’s lifecycle. REWIRE's MVP methodology is depicted in Figure 3.1.REWIRE’'s MVP framework
is presented in the following Figure.

Essential features of

REWIRE framework
Definition of value

proposition and SotA
analysis

Demonstrator

needs Definition of

stakeholders

Stakeholders
needs

Build-
Test- Elicitation and prioritization
Learn of requirements

More specifically, the project’s common vision incorporates an agile gradual MVP approach, for the
smooth implementation of the REWIRE holistic framework till its market uptake and systematic
adoption from the end users. In addition, the contribution of the use case partners to the design of
the REWIRE’s MVP towards a clear definition of the REWIRE’s scope and purpose is of paramount
importance. In this collaborative process among all the partners of the consortium, the insights of
the use case partners were defined for each of the three (3) use cases (Smart Cities for Empowering
Public Safety, Automotive, and Smart Satellites). Afterwards, the technical and academic partners
incorporated a holistic analysis setting the key implementation questions and describing the “as-is”
and “to-be” scenarios of the MVP for each use case.

For the complete list of our blog posts, please visit https://www.rewire-he.eu/blog/
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Publications, Events & Media

We present below the paper submitted and accepted during the period October-December 2023
that carry acknowledgement of REWIRE project. For the complete list of research papers, please
visit https://www.rewire-he.eu/publications/.

Feldtkeller, J., Guneysu, T., Moos, T., Richter-Brockmann, J., Saha, S., Sasdrich, P., Standaert, F.X.
(2023). Combined Private Circuits - Combined Security Refurbished, The ACM Conference on
Computer and Communications Security (ACM CCS 2023), Copenhagen, Denmark.

REWIRE @ 25th Infocom World Conference

Our colleagues from 8BELLS participated in Infocom World 2023
Conference on 14 December 2023. The conference was entitled

o - “Diginvest in Greece: New Horizons”. Read more at https://www.rewire-

he.eu/rewire-at-infocom-world-2023/

November 2023, for the 2nd Plenary meeting, which was hosted by the
project partner, NEC, in hybrid form. Read more at https://www.rewire-

We are delighted to present “D2.1 REWIRE Operational Landscape, Requirements, and
Reference Architecture—Initial Version”, submitted in

November 2023. O R=JJiRE

2 . . D2.1: REWIRE Operational Landscape,
This deliverable presents the reference architecture of Requirements, and Reference
the REWIRE framework. It performs a state of the art Architecture - Initial Version
analysis of the main technological pillars of the project, it g ...

defines the methodology of the REWIRE MVP and then " souance o Sysems o Sysems Lisoyoe
the reference architecture is introduced. The deliverable
analyses the two operational phases of the architecture,
i.e.., the design-time and runtime phases, while it provides details on each component of the
architecture individually. In addition, the use cases and the user stories to be validated are
documented, while a detailed analysis of the framework requirements is provided.
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For the complete list of public deliverables, please visit https://www.rewire-he.eu/deliverables/.
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At a glance

Rewire consortium

REWIRE brings together 13 partners form 8 European countries, providing all the required expertise for
achieving the project’s ambitious objectives.
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Fact Sheet

Title Rewiring the Compositional Security Verification and Assurance of Systems of Systems
Lifecycle

Acronym REWIRE

GANo 101070627

Start 01 October 2022

End 30 September 2025

Budget 4.158.961 €

EU Fund 4.158.961 €

Topic HORIZON-CL3-2021-CS-01-02

Scheme RIA - Research and Innovation action

@ rewire-he.eu m rewire-horizoneu-project g @RewireProject n @REWIRE-HE-project

REWIRE newsletter is published every three months, offering the latest news and advances of the project!
Subscribe here to receive REWIRE newsletter at your inbox.
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