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providing cybersecurity certification.

Our newsletter is published every 3 months, offering updates on project achievements and results.
Subscribe here to receive REWIRE newsletter at your inbox.
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REWIRE Interim Review

REWIRE’s Interim Review Meeting
REWIRE partners hosted the Interim Review Meeting, marking the end of the initial 18 months of
the REWIRE project. The meeting took place online on the 23rd of May with the presence of the
Project Officer and the external reviewers.

The meeting provided a great opportunity for presenting the progress to our Project Officer and
three external reviewers. Ubitech as Coordinator and the WP leaders presented the major
achievements of the project, as well as the major activities undertaken during this period for the
accomplishment of the project’s objectives and milestones.

During the meeting, a technical overview of the REWIRE Project and the overall framework and
reference architecture was presented. Afterwards, the partners presented the overview, objectives,
and core achievements for the Design-Time Compositional Security & Safety Assurance for SoS, the
REWIRE Trust Assessment Methodology, the Runtime Secure Field Devices Execution Layer and the
REWIRE Blockchain Architecture & Al-based Misbehaviour Detection System. Before the end,
special emphasis was given on the 3 Use Cases and the technical artefacts demos i.e., SW Update
based on the use of the LR-BC crypto mode of operation with leakage resilience; Formal Verification
Toolchain of REWIRE; Trust Extensions for RISC-V-based (far-edge) devices (i.e., Attestation, SW
Update); SW Vulnerability Analysis; Risk Assessment; REWIRE Blockchain Infrastructure; and Al-
based Misbehaviour Detection System. The meeting closed with presentations on Dissemination,
Standardization, Exploitation & Impact Creation and the Project Management and Ethics.

Overall, the feedback was very positive and confirmed that the project has made excellent progress,
which is expected to continue further during the second period. In addition, during the fruitful and in-
depth discussions the consortium received useful feedback and valuable contributions, as well as
suggestions for the next steps of the project.

On behalf of the coordination team, we extend our thanks to all participants and the partners for
their participation and their important contributions.

Find out the major achievements of the project so far in the following article.
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Technical and Scientific Milestones

REWIRE Major Achievements during the 1st Interim Period

REWIRE has achieved significant technical and scientific milestones, towards the design of a holistic

framework for the secure lifecycle management of loT environments. These contributions are

integrated into the framework’s architecture. The framework’s architecture enables compositional
security through the following achievements.

o Compositional Security at Design-time: As part of the design-time phase, REWIRE ensures
the robust system designs through the delivery of the REWIRE formal verification toolchain
designed and ratified in the context of the project.

o Zero-touch Onboarding (ZTO): REWIRE ensures autonomous commissioning of devices into
networks while maintaining stringent security, privacy, and Trust standards. The ZTO
mechanism ensures that only trusted devices have access to the ecosystem.

o Configuration Integrity Verification (CIV) with Verifiable Policy Enforcement (VPE): A novel
attestation mechanism has been developed to verify the integrity of device configuration and
binaries, allowing VPE and the use of verifiable key restriction usage policies.

o SW/FW Validation Service: REWIRE has developed a validation service for SW/FW, to detect
potential issues before deployment, enhancing the security and reliability of system updates.

o Software Update Protocol: A secure software update protocol with side-channel resistance
has been designed, ensuring that the confidentiality and authenticity of updates can be
protected even against physical attackers.

o REWIRE Customizable TEE: REWIRE has extended the standard Keystone-based TEE to
include additional features. These enhancements, integrated with other REWIRE components,
support secure runtime operations and augment edge devices within REWIRE-enabled
ecosystems.

o Real-time Tracing and Behavioral Attestation: Continuous monitoring and attestation of
device behavior ensure real-time security and operational integrity. A new tracer is being
designed based on the use of monitoring hooks, aspiring to minimize the overhead footprint on
the target device’s system.

o Verifiable Presentations for Auditing and Certification: REWIRE has developed advanced
cryptographic protocols, such as the signcryption scheme for the creation of verifiable
presentations (VPs) to enable controlled privacy through the selective disclosure of verifiable
attributes.

o Advanced cryptographic schemes and Access Control: REWIRE employs attribute-based
encryption (ABE) and attribute-based access control (ABAC), along with a robust key
management system within its Trusted Execution Architecture.

o Blockchain-based privacy-preserving data sharing and management: REWIRE delivers a BC
infrastructure to facilitate secure and privacy-preserving data sharing and management, based
on the innovative blending of Secure Oracles, Hyperledger Besu, and Fabric Private Chain.

o Al-based Misbehavior Detection: The integration of Al for detecting anomalous events in
systems’ operation, enhancing the ability to identify and respond to security threats.

o Continuous and Modular Risk and Trust Assessment: The project implements a dynamic risk
assessment framework, allowing for ongoing evaluation and mitigation of potential risks.
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Joining the Horizon Results Booster

O 0618 & & © B8 ¥ o~ Leave

Chat People Raise React View Notes More Mic Share

HORIZON

) Resuus

Agenda

Horizon Results Booster introduction
Module A & B: Service presentation
Work plan and service customisation
Next steps

BG

Barbara GAGGL (Exte... &

An initiative m European
of the 1) Commission y
~——
Sofia Finzi (External)

REWIRE joins the EU Horizon Results Booster
We are thrilled to announce that the REWIRE project, having successfully completed the first half of
its lifetime, is now collaborating with the EU Horizon Result Booster. The participation in the

initiative was a result of the collaboration with other Horizon Europe projects and specifically,
SecOPERA, ORSHIN, CERTIFY and CROSSCON Projects.

After the first common meeting of the projects with the EU Horizon Result Booster, the projects
have succeeded to identify and create a common portfolio of their R&l results and conclude with a
comprehensive mapping of the relevant stakeholders/targeted audience for the particular portfolio.
Furthermore, the five participating projects managed to design a common dissemination plan for the
overall portfolio and to plan their upcoming dissemination steps, so that can commonly achieve the
maximum impact.

The REWIRE Coordination and Dissemination team would like to give special thanks to Sofia Finzi-
Longo for the insightful presentation in the first meeting and the outcomes provided to support the
projects efforts for the maximization of their impact and outreach!

After the experience with the EU Horizon Result Booster, we are ready to share our key
achievements and technical results and look forward to the future steps in this promising
collaboration among the projects in the same domain.
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Expert Interview Series
REWIRE’s Expert Interview Series 2024

REWIRE produced an interview series, in which we are talking about security within loT
environments in the context of zero-trust “Systems-of-Systems”. This is part of the vision of REWIRE
towards providing a holistic framework for continuous security assessment and management
throughout the entire lifecycle of loT devices under the zero-trust concept.

To date, three video interviews have been conducted with cybersecurity experts, explaining the
project idea and challenges. The partners that have been interviewed so far include:

3 Thanassis Giannetsos, UBITECH

Thanassis Giannetsos, scientific coordinator of the project, introduces
the vision of REWIRE HorizonEU Project, explains the key technologies
of the project and delves into interesting discussions about the
REWIRE impact into the EU, the Associated experts bodies REWIRE
Bl consortium members envisioned application domains.

* Prof. Ligun Chen, SURREY

Our expert explains the use of trusted computing in REWIRE
HorizonEU Project and the role of the University of Surrey in
researching crypto primitives for enhancing the security as well as
the privacy of devices and data sharing within the scope of the
project. Ligun Chen also highlights important topics such as the
impact of REWIRE solutions in deployment of heterogeneous devices as part of safety-critical
infrastructures, the REWIRE technologies towards sustainable security, and finally the expert bodies
and REWIRE standardization activities.

. Dimitris Papamartzivanos, UBITECH

§I" Our expert discusses the most urgent problem in cybersecurity
L research that REWIRE is trying to solve and explains the philosophy
LW behind trusted computing, attestation services and the novelty that
REWIRE brings! Dimitris Papamartzivanos elaborates also on the types
of attacks that such solutions can protect against, the impact of the
REWIRE solutions and the challenges ahead.

All interviews are available on the project website and the project YouTube channel. During the
second half of the project further interviews with other experts will be conducted.

YouTube channel: https://www.youtube.com/@REWIRE-HE-project
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Publications, Events & Blog

As the project implementation progresses, peer-reviewed journal and conference papers and
other publications stemming from and acknowledging REWIRE, are being made available. For the
complete list of research papers, please visit https://www.rewire-he.eu/publications/.

3rd Plenary Meeting

REWIRE consortium partners gathered in Limassol, Cyprus, on 20 and 21 February 2024, for the
2nd Plenary meeting, which was hosted by the project partner, SUITEDS, in hybrid form. Read more
at https://www.rewire-he.eu/2nd-plenary-meeting/

Rewire participates at BLB 2024
Our partner, OdinS, hosted REWIRE at its booth during the BLB 2024, held in Lima, Peru, on 20-
24 March 2024. Our project received interest from organisations committed to cyberprotection of

industrial complexes. For more information click here: https://www.rewire-he.eu/rewire-at-blb-
2024-lima-peru/

REWIRE @ Embedded World

REWIRE has successfully participated at the Embedded World Exhibition & Conference 2024,
being held in Nuremberg, Germany on 9-11 April 2024. Our partner, KENOTOM, hosted REWIRE
at its booth. Read more at https://www.rewire-he.eu/rewire-at-embedded-world-2024-
nuremberg-germany/

Clustering activities

Project presentation at the CROSSCON Side Event at RISC-V Summit: REWIRE presented
the REWIRE TEE Keynote Extensions. Representation: NEC
Project presentation at the RESPECT Project Final Event: Representation: 8BELLS

We present below the blog articles which were published on the REWIRE

website and social media during the past few months. For the complete list of blog articles,
please visit https://www.rewire-he.eu/blog/.

. LWC: One for Two, by Corentin Verhamme, UCLouvain

. Smart Satellites: A closer look at the applicability scenarios for the REWIRE initiative, by
Libre Space Foundation (LSF)

Zero-Touch Onboarding of loT Devices to Support Trustworthy Computing, by SURREY
Why customization of TEEs is needed?, by Javier Vicente, Samira Briongos (NEC)

Formal Verification in REWIRE, by COLLINS AEROSPACE

Leveraging Al based Misbehaviour Detection for risk indicators in REWIRE project,
by Suiteb Data Intelligence Solutions
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At a glance

Rewire consortium

REWIRE brings together 14 partners form 8 European countries, providing all the required expertise for
achieving the project’s ambitious objectives.
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Fact Sheet

Title Rewiring the Compositional Security Verification and Assurance of Systems of Systems
Lifecycle

Acronym REWIRE

GANo 101070627

Start 01 October 2022

End 30 September 2025

Budget 4.158.961 €

EU Fund 4.158.961 €

Topic HORIZON-CL3-2021-CS-01-02

Scheme RIA - Research and Innovation action

@ rewire-he.eu m rewire-horizoneu-project a @RewireProject n @REWIRE-HE-project

REWIRE newsletter is published every three months, offering the latest news and advances of the project!
Subscribe here to receive REWIRE newsletter at your inbox.
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