
REWIRE is a 3-year Research and 
Innovation Action, started during October 
2022, and funded under Horizon Europe.  

REWIRE envisions a holistic framework 
for continuous security assessment and 
management of open-source and open-
specification hardware and software for IoT 
devices, throughout their entire lifecycle, 
under the zero-trust concept, adhering to 
the security-by-design principle and 
providing cybersecurity certification. 
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Highlight  
5+1 Trends in IoT Cybersecurity for 2025 
 
In the dawn of 2025, REWIRE projects aims to spot the Top-5+1 emerging trends in IoT Cybersecurity. 
The purpose of the present section is to provide a high-level overview of the major trends and 
challenges ahead the 2025, while contributing to the awareness of researchers and market 
practitioners on the Cybersecurity landscape. 
 
1. Exponential Rise of IoT Devices: IoT devices showcase an exponential increase revolutionizing our 
lives and modern societies, while simplifying our daily activities. Although the facilitation that IoT 
offers to society is accompanied with the increasing need for trustworthiness, privacy and personal 
data protection, as well as cybersecurity for the potential risks, associated with chaotic 
interconnectivity among the devices. More specifically, by the end of 2024, the number of IoT devices 
is expected to grow 13% to 18.8 billion by the end of 2024 (based on IoT Analytics). The inter-
connections among the devices despite the convenience offering for end-users, involve also high 
cybersecurity risks against malicious threats.  
 
REWIRE’s complete framework manages to safeguard security across the lifecycle management of 
System-of-Systems (SoS) in zero-trust, during the design and runtime towards a trustworthy IoT 
ecosystem.  
 
2. Trust Aware Continuous Authentication & Authorization based on Verifiable Credentials:   
Authentication requires accessibility and control of a device, while authorization involves the 
identification of a device and the providence of permissions to access. REWIRE has designed a 
secure and efficient cryptographic protocol, which encodes these claims as a set of attributes inside 
Verifiable Credentials. cryptographic mechanism in the Authorization and Authentication Module can 
be used to ensure the validity of the information and trustworthiness of the entity who is making the 
claims, prior to extracting the security claims as attributes by the Attestation and Verification Enabler. 
Last but not least, one of the core innovations of REWIRE is to provide a secure and efficient 
cryptographic scheme, that allows for verification of complex policies. 
 
3. Zero-trust and Security-by-Design Principle: The Zero-Trust (ZT) principle is expected to gain 
momentum in 2025 and becoming essential. Based on the ZT model all unauthenticated users or 
devices are intrinsically considered as untrustworthy. The model by-design gives emphasis on 
identity authentication, verification, authorization and continuous auditing and monitoring to 
guarantee the security within the network and the IoT SoS. Both principles define together the 
concept of “Never Trust, Always Verify”, the proposed scalable and multifunctional cybersecurity 
platform will ensure the security throughout continuous security auditing, trust computing and 
theorem proofs for defining open ISA microarchitectures for reducing security threats of open-source 
HW and SW for connected devices. 
 
4. AI and IoT: IoT and AI Artificial Intelligence remains one of the core emerging technological trends, 
providing also several artifacts in the cybersecurity field. In 2025, AI remains not only a game-
changer, but also one of the main enablers for cybersecurity systems, for the analysis of vast 
amounts of data provided by IoT devices, identify patterns, and anomalies’ detection for prevention of 
cyberattacks and malicious threats. In 2025, further steps and progress are expected towards the 
better integration of AI into IoT systems for real-time improvements and impact on the security and 
efficiency.   
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REWIRE leverages federated learning as an AI-based enhancement on data filtering, vulnerabilities 
scanning, and execution monitoring so as to strengthen the security aspects of the overall process; 
particularly, focusing on device behavioural properties that cannot be captured by the designed 
cryptographic schemes and TEE-based abstractions. For instance, any deviations in the execution of 
the deployed software, in the target device, will facilitate novel control-flow attestation methods 
based on the use of federated learning that enable us to offload all the monitored traces on the chain-
code, to perform in real-time the ML classification. 
 
5. Blockchain Advancements in IoT Ecosystems:  
REWIRE offers a unique blockchain overlay that facilitates the secure, auditable recording and sharing 
of the threat intelligence data, among the distributed IoT devices, actors, and back-end systems, and 
data regarding the security patching and update process. REWIRE will capitalise on different types of 
smart contracts depending on the operation that needs to be executed and the corresponding 
business logic within the context of a policy-compliant blockchain infrastructure. Thus, REWIRE has 
defined a unique blockchain architecture and specifications of the smart contracts, on/off chain data 
management and continuous authorization, based on verifiable credentials for auditing and setting of 
certification process of IoT devices. In addition, a key novelty of REWIRE is the integration of the AI-
based training and detection process in the smart contract chain code. 
Despite the 5 major forces that drive the rapid development and growth of the IoT ecosystems, 
another main parameter remains, which deals with the  regulations, compliance processes and, of 
course awareness of the public on IoT and the related emerging technologies.  
 
5+1. Regulation, Compliance and Awareness: The upcoming year 2025 is considered as a milestone 
year for the developments and advancements of the regulatory frameworks concerning cybersecurity 
issues. The main priorities of the policy makers and the global SDOs are safeguarding personal and 
sensitive data from attacks, human privacy and individual rights, as well as the undisrupted 
operations of the business ecosystem. To this end, the regulatory frameworks and the related 
legislation includes more restrictions and tighter regulations, leading to an increase in the compliance 
requirements, focusing mainly in the data protection, infrastructure security and digital sovereignty. 
REWIRE aims to minimize the barrier of entrance of SMEs to the IoT ecosystem and the promotion of 
the end-users' adoption, raising awareness about cybersecurity and efficiency. Finally, since the role 
of humans is vital for technological progression, the increase of awareness remain a critical factor for 
a more secure ecosystem and a sustainable world.   
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REWIRE Clustering Activities 
Joint White Paper 
“Gain insights into the latest Cyber Security trends from Horizon Europe Funded Projects” 
 
REWIRE has contributed to the joint white paper titled “Gain insights into the latest Cyber Security 
trends from Horizon Europe Funded Projects”. The paper is a collaborative effort from AI4CYBER, 
CERTIFY, CROSSCON, ENCRYPT, KINAITICS, REWIRE, TRUMPET and TRUSTEE. 

In recent years, the significance of cybersecurity has grown exponentially in an increasingly digital 
world. This white paper represents a collaborative effort to consolidate insights from eight distinct 
European projects, all funded to address the evolving cybersecurity landscape. Within these pages, 
the white paper aims to provide valuable insights into each project’s objectives, use cases, high-level 
architecture, and the pivotal technologies that will be harnessed to safeguard our digital ecosystem. 
By shedding light on these initiatives, it intends to equip various stakeholders with the most current 
information necessary to tackle emerging cybersecurity challenges effectively. 

 
 
To address challenges and limitations related to 
cybersecurity, the projects discussed in this white 
paper are poised to embark on several basic 
research directions. These include:  
 
 Increasingly sophisticated cyber attacks by 
hackers and cybercriminals.  
 Rapidly evolving malware and ransomware 
threats targeting both individuals and organizations. 
 Shortage of skilled cybersecurity professionals 
and experts to address growing security needs.  
 Difficulty in keeping up with constantly 
changing cybersecurity regulations and compliance 
requirements. 
 Lack of comprehensive cybersecurity 
awareness and training programs for employees.  
 Vulnerabilities in Internet of Things (IoT) 
devices leading to potential security breaches.  
 Insider threats posed by disgruntled employees 
or careless handling of sensitive data.  
 Complexity of managing and securing cloud-
based services and data storage.  
 Limited resources and budgets for 
implementing robust cybersecurity measures.  
 Persistent challenges in securing critical 
infrastructure systems against cyber attacks.  
 
 
 
 
 
 
 

Read the full white paper here: 
https://www.rewire-he.eu/wp-content/uploads/2024/10/ENCRYPT_Joint_White_Paper1u.pdf   
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REWIRE Scientific Publications 
Peer-reviewed Journal and Conference Papers 
As the project implementation progresses, peer-reviewed journal and conference papers and other 
publications stemming from and acknowledging REWIRE, are being made available on the project’s 
website. We are delighted to provide an overview of all the REWIRE Scientific publications for your 
review.  
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Title of Scientific Publication Consortium Authors Link 

Analyzing the Leakage Resistance of the 
NIST's Lightweight Crypto Competition's 
Finalists (CARDIS 2022, LNCS 13820 
(Lecture Notes in Computer Science) 

UCLouvain  Link  

Formally Proved Memory Controllers: 
From the Standards to Silicon (Nasa For-
mal Methods 2023 (LNCS : FM Subline 
Proceedings Volume)  

Collins Aerospace  Link  

Towards a Methodology to Design Prova-
bly Secure Cyber-Physical Systems  (27th 
Ada-Europe:  International Conference on 
Reliable Software Technologies (AEiC 
2023) 

Collins Aerospace  Pending publication  

Innovative Security and Compression for 
Constrained IoT Networks (Elsevier Inter-
net of Things) 

OdinS  Link  

Machine-Checked Proofs of Accountabil-
ity: How to sElect who is to Blame 
(ESORICS 2023) 

SURREY Link  

Combined Private Circuits - Combined Se-
curity Refurbished  (ACM-CCS 2023) 

UCLouvain  Link 

ZEKRA: Zero-Knowledge Control-Flow 
Attestation (ACM Asia CCS 2023: Pro-
ceedings of the Asia Conference on Com-
puter and Communications Security) 

UBITECH  Link  

RETRACT: Expressive Designated Verifier 
Anonymous Credentials (ARES 2023: 
Proceedings of the 18th International 
Conference on Availability, Reliability and 
Security ) 

UBITECH Link  

https://www.rewire-he.eu/publications/
http://hdl.handle.net/2078.1/270927
https://link.springer.com/chapter/10.1007/978-3-031-33170-1_18
https://doi.org/10.1016/j.iot.2023.100899
https://hal.science/hal-04216243/document
https://doi.org/10.1145/3576915.3623129
https://dl.acm.org/doi/abs/10.1145/3579856.3582833
https://dl.acm.org/doi/abs/10.1145/3600160.3600191


REWIRE Scientific Publications 
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Title of Scientific Publication Consortium Authors Link 

Achieving Higher Level of Assurance in 
Privacy-Preserving Identity Wallets  (The 
22nd IEEE International Conference on 
Trust, Security and Privacy in Computing 
and Communications (TrustCom)  

UBITECH, SURREY  Link  

Non-Profiled Side-Channel Assisted Fault 
Attack: A Case Study on DOMREP (DATE 
2023) 

UCLouvain  Link  

Low-Latency Masked Gadgets Robust 
againstPhysical Defaults with Application 
to Ascon  (CHES2024) 

UCLouvain  Pending publication  

Prime Masking vs. Faults - Exponential 
Security Amplification against Selected 
Classes of Attacks  (CHES2024 ) 

UCLouvain  Pending publication  

CCA-1 Secure Updatable Encryption with 
Adaptive Security (Asiacrypt 2023 ) 

TU Delft  Link  

Query Recovery from Easy to Hard: Jigsaw 
Attack against SSE (USENIX SECURITY 
2024) 

TU Delft  Pending publication  

Inject Less, Recover More: Unlocking the 
Potential of Document Recovery in Injec-
tion Attacks Against SSE  (IEEE CSF 2024)  

TU Delft  Pending publication  

Dynamic Multi-Server Updatable Encryp-
tion  (ISC2023) 

SURREY Link  

Similar Data is Powerful: Enhancing Infer-
ence Attacks on SSE with Volume Leak-
ages (ESORICS 2024) 

TU Delft  Pending publication  

d-DSE: Distinct Dynamic Searchable En-
cryption Resisting Volume Leakage in En-
crypted Databases  (USENIX SECURITY 
2024) 

TU Delft  Pending publication  

https://zenodo.org/records/8215222
https://ieeexplore.ieee.org/document/10137176
https://link.springer.com/chapter/10.1007/978-981-99-8733-7_12
https://link.springer.com/chapter/10.1007/978-3-031-49187-0_24


Publications, Events & Blog  

 
Events 
REWIRE @ European Researchers Night  
Our project partner, 8BELLS, hosted REWIRE at its booth during the European Researchers Night 
in Nicosia, Cyprus on 27 September 2024. The event, themed "Mission Possible", offered 
thousands of visitors -from students to members of the local research and innovation ecosystem- 
a unique experience in research and innovation.  

 
Read more at https://www.rewire-he.eu/rewire-at-european-researchers-
night-in-nicosia-cyprus/ 
  
 
 
 

 
REWIRE presents at ETCEI 2024 
REWIRE has successfully participated at the 3rd Emerging Tech Conference (ETCEI) in Volos, 

Greece, held on 17-18 October 2024. Our project partner, KENOTOM, 
presented its paper titled “A novel approach on continual operation of 
compromised ECU functions: REWIRE Perspective”.  
 
For more information click here: https://www.rewire-he.eu/rewire-presents-at
-etcei-2024-in-volos-greece/ 

 
 
#REWIRE Blog  
We present below the blog articles which were published on the REWIRE website and social 
media during the past few months.  For the complete list of blog articles, please visit https://
www.rewire-he.eu/blog/. 
 REWIRE: Elevating Embedded Systems Security, by Eight Bells Ltd (8BELLS) 
 ΟΤΑ SW Updates on Modern Vehicles, by KENOTOM 
 
 
Meet our new partner: Ruhr-Universität Bochum (RUB) 

 
 
 

 
“The Chair for Information Security, led by Prof. Dr. Ghassan Karame, has been established in the 
Faculty of Computer Science since 2021. Our international and multicultural research team 
focuses on various topics in the field of information security with a focus on decentralized systems 
security and platform security. We collaborate with various partners from the Cluster of 
Excellence CASA (Cyber Security in the Age of Large-Scale Adversaries), the Horst Goertz 
Institute for IT Security (HGI). We also closely collaborate with a number of partners from 
industrial research labs. “ 
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https://www.rewire-he.eu/rewire-at-european-researchers-night-in-nicosia-cyprus/
https://www.rewire-he.eu/rewire-at-european-researchers-night-in-nicosia-cyprus/
https://www.rewire-he.eu/rewire-presents-at-etcei-2024-in-volos-greece/
https://www.rewire-he.eu/rewire-presents-at-etcei-2024-in-volos-greece/
https://www.rewire-he.eu/blog/
https://www.rewire-he.eu/blog/
https://www.ruhr-uni-bochum.de/en


Rewire consortium 

REWIRE brings together 14 partners form 8 European countries, providing all the required expertise for 
achieving the project’s ambitious objectives.  

Fact Sheet 

REWIRE newsletter is published every three months, offering the latest news and advances of the project!  

Subscribe here to receive REWIRE newsletter at your inbox. 

Title    Rewiring the Compositional Security Verification and Assurance of Systems of Systems  
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GA No  101070627  
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Scheme   RIA - Research and Innovation action 
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