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Welcome to the 8" REWIRE Newsletter!

REWIRE is a 3-year Research and
Innovation Action, started during October In this issue

2022, and funded under Horizon Europe. + REWIRE 4th Plenary Meeting
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REWIRE envisions a holistic framework + Cybersecurity in the EC 2025

Work Programme: The significant
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for continuous security assessment and
management of open-source and open-

specification hardware and software for loT
¢ REWIRE Expert Interview Series
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devices, throughout their entire lifecycle,
under the zero-trust concept, adhering to
the security-by-design principle and |+ REWIRE Blogs & Demos

providing cybersecurity certification. + Learn more

Our newsletter is published every 3 months, offering updates on project achievements and results.
Subscribe here to receive REWIRE newsletter at your inbox.
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REWIRE 4th Plenary Meeting

REWIRE 4th Plenary Meeting in Nicosia, Cyprus
Date: 17-18 December 2024

Location: Nicosia, Cyprus

Host: Eight Bells Ltd

The REWIRE consortium gathered for the 4th Plenary Meeting in Nicosia, Cyprus, for two days of
intensive discussions and collaboration. Hosted by our project partner, Eight Bells Ltd, the meeting
brought together a full house of participants, demonstrating the strong commitment of all
consortium members.

Day 1 Highlights

The first day focused on evaluating the project’s progress, particularly in relation to technical
artefacts and Use Cases. Participants engaged in deep-dive discussions to assess developments and
ensure alignment with project goals. Additionally, dissemination, exploitation, and standardization
were key topics on the agenda, emphasizing the importance of maximizing the project's impact and
sustainability.

Day 2 Highlights

The second day marked the successful conclusion of the plenary meeting, with significant
contributions from consortium partners. A major outcome of the discussions was the update to the
roadmap for the project's final nine months, ensuring a clear and structured path forward.
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Cybersecurity in the EC 2025 Work Programme

Cybersecurity in the European Commission’s 2025 Work Programme
The significant role of REWIRE

The 2025 Work Programme released by the European Commission (EC) aims to reinforce the EU’s
digital sovereignty and the enhancement of sustainable competitiveness of the EU’s industry. Within
this context, EC gives emphasis on cybersecurity aspects of a rapidly evolving legal and technological
environment, aiming to protect the human rights and safeguard privacy within the Digital Single
Market Strategy.

To this end, the EU policymakers aim to achieve common harmonized rules and regulatory
frameworks across EU for safeguarding internal and external digital security, improve preparedness
and resilience in EU cyber space, while improving well-being, quality of life, prosperity and social
fairness. More specifically, the new Work Programme (WP) focuses on core strategic aspects,
structural measures and guidelines for the completeness of cybersecurity regulatory frameworks and
legislation, digital networks consolidation through the Digital Networks Act, and fostering great
opportunity offerings of Al and Quantum Computing. In addition, EC verifies the main strategic
objectives toward the introduction of simplicity into the existing and upcoming EU regulations on
technologies and cybersecurity and strengthens the resilience of its infrastructure and critical
entities, within the modern global cyber ecosystem.

Cybersecurity represents a core aspect of the 2025 WP, since it touches holistically upon the core EU
policies and the roadmap for a Digital Secure Europe. More specifically, it presents the main
initiatives and the policy objectives related to cybersecurity. More analytically, the simplification of
the Digital Package and the European Cyber Resilience Act which defines the cybersecurity
requirements for HW/SW products and solutions aims to reduce significantly the existing regulatory
burdens, reduce costs, and fostering competitiveness and simplify the cybersecurity compliance
obligations, while assessing the cost-benefits impact, in the pathway of EU toward sustainable
prosperity and competitiveness, with innovation as a catalyst. Furthermore, the Digital Networks Act
focuses on the modernization of the regulations on the interoperability of EU communication and
digital infrastructures, setting new uniform standards for 5G/B5G solutions on the path to 2030 and
boosting the research and standardization for 6G, while guaranteeing the security of the networks
and data exchange.

In the innovation domain, EC also targets addressing proactively the challenges raised by emerging
technologies, that are considered to have a major impact on the EU industry and societies, such as Al
and Quantum technologies. In this direction, the Al Continent Action Plan and the Quantum Strategy
of EU aim to expand the initial Al Act, while accelerating the R&I activities and access-to-market of
advanced Al and Quantum Computing and Quantum Crypto edge-solutions in a holistic civil liability
framework for protecting the well-being and fundamental rights of EU citizens and societies.

The REWIRE project has a special focus on the secure, reliable, traceable, and auditable mechanisms,
to assure the secure and trusted operation of IoT devices, meeting the challenge of proving and
attesting autonomous loT devices’ safety throughout their entire lifecycle. Moreover, REWIRE solves
the most prominent challenge on how to verify the trustworthiness of the upgraded service by making
zero-trust assumptions (like in the context of the smart automotive use case) through continuous
trust-aware authentication and authorization of connected devices for verifying the trustworthiness of
transmitting devices. In the same context, enhancing the security of all deployed devices contributes
to the vision of the EU towards cyber-secure societies which in turn can enable more services that
can deliver a richer experience for end-to-end use cases, thus, enhancing user
adoption. Furthermore, REWIRE's trust assessment and operational assurance framework focuses
on the explainability of trustworthiness models, to instill security-by-design features towards realizing
trustworthy next-generation IoT services without breaching the privacy of the users. Unlike earlier
methodological approaches and frameworks, REWIRE will not only guarantee cybersecurity and
resilience to enable the long-term re-use that will improve the sustainability of our systems.
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REWIRE Clustering Activities

REWIRE - CONNECT Joint Workshop on Trustworthy Al

The development of trustworthy Al systems is one of the most pressing priorities in today’s digital
landscape. As Al technologies become deeply integrated into critical sectors such as 6G,
transportation, and healthcare, ensuring their reliability, transparency, and alignment with
fundamental rights is paramount.

¢ To address these challenges, REWIRE and CONNECT EU Projects are co-organizing a dedicated
workshop on Trustworthy Al.

=  WORKSHOP ON

© TRUSTWORTHY Al

2 28 March, 2025

We are excited to invite Al experts, policymakers, researchers, and industry stakeholders to the
Workshop on Trustworthy Al, taking place on 25-26 March 2025 at the Holm Centre, Frankfurt Airport.
This workshop is dedicated to tackling the complexities of Al trustworthiness by creating a roadmap
for overcoming key challenges in data governance, quality assessment, and bias mitigation
throughout the Al lifecycle.

Why Attend?

Al regulation and standardization efforts have increasingly emphasized the need for robust
frameworks that ensure ethical and transparent Al deployment. This workshop will feature three key
panel discussions with leading Al experts:

e Panel 1: Trustworthiness Assessment of Data in CCAM

e Panel 2: Embedding Trustworthiness across Al Systems Lifecycle
e Panel 3: Use Cases in 5G, 6G and ITS Applications

Shaping the Future of Al in Europe

A key outcome of this workshop is the development of a comprehensive roadmap identifying open
challenges, immediate needs, and long-term strategies for Al trustworthiness. Our ambition is that
this roadmap will serve as the foundation for future research projects that will reinforce European
leadership in Al and contribute to the responsible development and deployment of Al systems.

Be Part of the Discussion

We invite you to join this critical conversation and contribute to shaping the future of trustworthy Al.
Whether you are an Al developer, policymaker, researcher, or industry leader, your insights and
expertise are invaluable in ensuring Al systems are not only technically robust but also ethically
sound and aligned with societal values.

¢  Click here to learn more about the workshop and express your interest in participating: https://
Inkd.in/eR3uMede
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REWIRE Expert Interview Series #4
REWIRE Expert Interview #4

www.rewire-he.eu

In the recent REWIRE Expert Interview Series, Manolis Surligas from the Libre Space Foundation (LSF),
discussed the foundation's mission to make space accessible through open-source technologies. Our
expert discussed also the most urgent problems in cybersecurity for critical systems like Secure
Satellites and covered topics such as:

¢+ How REWIRE's trusted computing and remote maintenance solutions enhance satellite efficiency
and security

¢ Therole of secure lifecycle management in addressing supply chain vulnerabilities

¢  Emulating real-world applications to validate secure, automated satellite processes using
advanced testing setups

Satellite software updates and payload application and software updates are often unencrypted. They
represent a significant weakness in the overall security of the satellite operations. Satellites also
typically have a common internal communications bus. Malicious or misbehaving software running on
one subsystem can heavily affect the overall operation of the spacecraft causing from DoS to
catastrophic failures of the whole satellite.

REWIRE is going to investigate two usage scenarios in the context of Smart Satellites. One scenario of
this use-case, involves deployment of applications, services, software and security patches on a
spacecraft in a secure manner, while the second concerns communication among separate payloads,
with  malicious/compromised or misbehaving payloads present on the same bus.

Click the link to watch the full interview and feel free to reach out with any questions or comments
about REWIRE: https://www.youtube.com/watch?v=twilOhbWe3Q
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REWIRE Blogs & Demos

We present below the blog articles which were published on the REWIRE website and social
media during the past few months. For the complete list of blog articles, please visit https:/
www.rewire-he.eu/blog/.

. Security Mechanisms against Vehicle Cyberattacks, by KENOTOM

As autonomous and connected vehicles become more advanced, they also become more
vulnerable to cyber threats. With technologies like ADAS, Al, and V2X communications shaping
the future of mobility, cybersecurity has become a critical concern for manufacturers, fleet
operators, and drivers alike. This blog article discusses the risks, solutions, and how REWIRE is
working to safeguard connected vehicles. Read more at: https://www.rewire-he.eu/security-
mechanisms-against-vehicle-cyberattacks/

¢ REWIRE: Securing Software Updates for Satellites, by LSF

With more satellites in orbit than ever, corrupted updates, cyber threats, and failures can
compromise entire missions. This blog article focus on how REWIRE is bridging the gap for
CubeSats by delivering secure over-the-air updates to prevent mission failure, Zero-Trust
onboarding to  block unauthorized access, Al-powered misbehavior  detection
and automatic rollback for failed updates. Read more at: https://www.rewire-he.eu/rewire-
securing-software-updates-for-satellites/

¢  |loT Security: A Smart City Use Case, by OdinS

Smart Cities thrive on connectivity, but with connectivity comes vulnerability. Check out this blog
article and learn about how REWIRE is tackling cybersecurity challenges in Smart Cities. From
safeguarding loT devices to ensuring secure remote software updates, this blog explores real-
world solutions to keep urban infrastructures safe, efficient, and resilient. Read more at: https://
www.rewire-he.eu/iot-security-a-smart-city-use-case/

REWIRE has produced several demo videos with the work that has been undertaken. For the
complete list of videos, please visit https://www.rewire-he.eu/media-kit/demo-videos/

¢  LSF Satellite Firmware Update

Our latest Satellite Firmware Update Demo from Libre Space Foundation demonstrates a secure,
adaptive, and resilient approach to managing onboard software, security patches, and payload
communication.

¢+ KENOTOM Adaptive In-Vehicle SW & FW Patch Management & Software Functions
Migration
This Demo prepared by KENOTOM explains how REWIRE is revolutionising automotive software
updates. It showcases an advanced Adaptive In-Vehicle SW & FW Patch Management & Software
Functions Migration system, addressing key challenges in modern connected vehicles:
- Secure & Modular OTA Updates
- Automated Cybersecurity Threat Mitigation
- Software Function Migration for Reliability
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At a glance

Rewire consortium

REWIRE brings together 14 partners form 8 European countries, providing all the required expertise for
achieving the project’s ambitious objectives.
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Fact Sheet

Title Rewiring the Compositional Security Verification and Assurance of Systems of Systems
Lifecycle

Acronym REWIRE

GANo 101070627

Start 01 October 2022

End 30 September 2025

Budget 4.158.961 €

EU Fund 4.158.961 €

Topic HORIZON-CL3-2021-CS-01-02

Scheme RIA - Research and Innovation action

@ rewire-he.eu m rewire-horizoneu-project g @RewireProject n @REWIRE-HE-project

REWIRE newsletter is published every three months, offering the latest news and advances of the project!
Subscribe here to receive REWIRE newsletter at your inbox.
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